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ABSTRACT: Recently, extensive research has focused on addressing the unique challenges of smart contract fuzzing.
Nevertheless, existing fuzzers still struggle to generate adequate function call arguments that can explore the deep
smart contract states. In this paper, we introduce novel classes of argument constraints that capture the inter-argument
relationships required to exercise meaningful contract logic. We propose a static analysis algorithm to extract these
constraints from Solidity source code. In addition, we design a constraint-aware argument mutation strategy that
leverages the identified constraints to guide test case generation for smart contract fuzzing. We implement our approach
in a fuzzer named IConFuzz. Our evaluation on realistic benchmarks with integer overflow, suicidal contract, and ether
leakage vulnerabilities demonstrates that IConFuzz outperforms state-of-the-art testing tools in both the number of
bugs discovered and the speed of bug detection.
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1 Introduction
The recent growth of smart contract usage has amplified the risks posed by software vulnerabilities

in contract code. Since smart contracts often manage users’ digital assets (e.g., tokens), a small flaw in the
contract code can cause serious financial losses to users [1,2].

Among the various techniques for vulnerability detection, fuzz testing (fuzzing) [3,4] has been widely
employed for smart contract testing due to its empirical effectiveness in exposing bugs. Unlike static analysis,
which approximates program behavior without actual executions, fuzzing can generate concrete test cases
that reproduce the bugs found. Accordingly, a series of smart contract fuzzers have been proposed to adapt
recent advances in grey-box fuzzing to the smart contract domain [5–8].

Smart contracts have distinctive characteristics that set them apart from traditional software, and
these properties introduce unique challenges for fuzzing. A smart contract is a stateful program that
exposes functions that users can invoke. Therefore, a test case for a smart contract is a sequence of function
calls. Depending on the order of this sequence, the contract may exhibit different behaviors and states.
Consequently, previous research has mainly focused on developing techniques to generate transaction
sequences that can explore deep contract states [7–11].

However, our observation reveals that merely ensuring the appropriate transaction order is insufficient
for effectively detecting smart contract vulnerabilities. Due to common patterns in smart contract data usage
and access control logic, it is also essential to consider the constraints that function call arguments must
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satisfy. While various studies have explored methodologies for identifying and leveraging input constraints
for fuzzing traditional software [12–14], this problem has been largely overlooked in the context of smart
contract fuzzing.

To tackle this challenge, we introduce two types of constraints on function arguments that must be taken
into account for effective smart contract fuzzing. First, a mapping-key constraint arises when two arguments
are used as keys to read from and write to the same mapping-type variable. In this case, the arguments
must hold the same value to induce a data-flow by accessing the same entry of the map. Second, a privilege
constraint captures the relationship between two address-type arguments involved in authorization logic. If
one address is designated as a privileged user of the contract and the other argument is checked against it,
these argument values must properly align to pass the check.

We propose a constraint-aware argument mutation technique that leverages these two types of con-
straints during test input generation. Specifically, we first statically analyze the contract code to extract these
constraints. Then, after applying random mutations, as in traditional fuzzing, we perform a post-processing
step to adjust the argument values in accordance with the extracted constraints. By incorporating these
constraints, the fuzzer can effectively generate transaction arguments that produce useful data-flows and
pass authorization checks.

We implemented our approach in IConFuzz, which identifies and utilizes argument constraints to
guide smart contract fuzzing. We evaluated IConFuzz on two realistic benchmarks to demonstrate the
effectiveness of the proposed technique. The first benchmark [8] includes 53 smart contracts containing 73
ether leakage vulnerabilities and 21 suicidal contract vulnerabilities. The second benchmark [11] consists of
77 smart contracts collected from CVE reports on integer overflow vulnerabilities. Our evaluation shows
that IConFuzz outperforms state-of-the-art testing tools (Smartian, SmarTest, and RLF) in terms of both the
number of detected bugs and detection speed.

To summarize, our contributions are as follows:

• We introduce mapping-key constraints and privilege between function arguments, which are key to
exercising complex contract logic.

• We design a static analysis to automatically extract mapping-key and privilege constraints from Solidity
source code.

• We propose constraint-aware argument mutation, which leverages the identified constraints to guide
test case generation.

• We implement our approach in IConFuzz and demonstrate that it outperforms state-of-the-art test-
ing tools.

2 Background

2.1 Smart Contract and Ethereum Platform
A smart contract is a program that encodes business logic within its code. When a contract is uploaded

to the blockchain, users can interact with the contract, for example by calling one of its functions. When such
interaction occurs, the contract code executes according to the specified contractual conditions and updates
its state stored in the blockchain.

Ethereum is one of the most popular smart contract platforms nowadays. Ethereum smart contracts are
deployed and executed on a runtime environment called Ethereum Virtual Machine (EVM). Once deployed,
they are primarily used to automate the exchange and management of digital assets, such as ether. Every
entity on the blockchain, including the contracts themselves, is represented as an account and each account
is assigned with a unique address.



Comput Mater Contin. 2026 3

To create an Ethereum smart contract, a developer must first write the source code of the contract. In the
Ethereum ecosystem, Solidity is used as the primary programming language for writing the contract code.
When a user deploys the contract on the blockchain, a contract account is created and assigned an address.
Afterwards, other users can also interact with this contract. Here, the user who published the contract is
referred to as the deployer of the contract.

A smart contract defines a set of functions that users can call. Each function can take arguments as
input and use them in the contract’s operations. When a user calls a function, the user can also transfer ether
to the contract. To retain the data across function calls, Solidity programs can use state variables, which are
conceptually similar to global variables in C.

Every action of an account, such as deploying a contract or invoking a contract function, is referred to as
a transaction. In a transaction, all the relevant information about the action is included, such as the address
of the transaction sender, function argument values, and the amount of ether being transferred.

2.2 Smart Contract Vulnerabilities
In this paper, we focus on three common types of bugs that have been highlighted as critical vulnera-

bilities in previous work: integer overflows [6,7,15,16], ether leakage [8,11,17], and suicidal contracts [17,18].
Integer Overflow. Integer overflows occur when arithmetic operation results exceed the valid ranges of fixed-
size integers. In smart contracts, such errors may cause serious malfunctions of a contract if the overflowed
values are used in critical operations such as ether transfer. For conciseness, we will use the term integer
overflow to refer to both overflow and underflow bugs.
Ether Leakage. In general, normal users (i.e., non-deployer) must not be allowed to freely withdraw the ether
owned by the contract account. If there is a flaw in the contract code, such as the lack of proper permission
checks, a normal user can make the contract transfer its ether to an unintended account.
Suicidal Contract. In Solidity, the selfdestruct(addr) statement allows a contract to destroy itself
and send its remaining ether to the specified address. Under normal circumstances, only privileged users,
such as the deployer, should be allowed to halt a contract’s execution. Suicidal contract refers to a situation
where a contract can be destroyed by a normal user.

We note that starting from Solidity 0.8.0, integer overflow checks are enforced at runtime by default.
According to a previous study [19], approximately 10% of contracts available on Etherscan [20] were compiled
with versions lower than 0.8.0 at the time of analysis. Despite their reduced prevalence in recent contracts,
integer overflows can still occur in legacy contracts or in scenarios where developers explicitly disable
overflow checks for gas optimization.

2.3 Smart Contract Testing
Due to the serious security impact of smart contract vulnerabilities, there have been various studies to

detect these bugs automatically. In this paper, we focus on testing-based approaches for effective detection
of smart contract vulnerabilities.

One of the key challenges in smart contract testing is deciding the order of function calls in a transaction
sequence, which corresponds to a test input in smart contract testing. Since a smart contract stores and
maintains state variables, its functions may have dependencies with each other. For instance, one function
may have to be called before another function in order to observe interesting behaviors of the contract.

Several previous studies have proposed approaches to generate effective transaction sequences for
testing smart contracts. Smartian [7] statically analyzes data-flows to construct initial seeds with function call
sequences that can write to and read from the same state variable. Then, it uses dynamic data-flow analysis
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to evaluate the usefulness of generated test cases during the fuzzing phase. Meanwhile, ConFuzzius [10]
directly relies on dynamic data dependency analysis to generate transaction sequences that may result in
buggy contract states. SmarTest [11] employs dynamic symbolic execution guided by a statistical language
model trained on known vulnerable contracts, which helps prioritize transaction sequences that are likely to
trigger bugs. RLF [8] adopts a Markov decision process and reinforcement learning to generate transaction
sequences that maximize a reward based on vulnerability detection. ILF [21] learns a machine learning
model from symbolic execution results and uses the model to guide transaction sequence construction.
xFuzz [22] also employs machine learning but focuses on generating transaction sequences that can trigger
vulnerabilities arising from interactions between multiple contracts.

3 Motivation and Overview

3.1 Motivating Example
Fig. 1 presents a simplified smart contract that implements a token minting mechanism with access

controls enforced through modifiers. The contract tracks the amount of tokens owned by each user with
a mapping-type variable, balances. Also, owner and mintAgent store the address of deployer and
the address with the minting privilege, respectively. Upon deployment, the constructor initializes owner
with the sender of the deployment transaction. Accesses to the setMintAgent and mint functions are
protected by the onlyOwner and onlyMintAgentmodifiers, ensuring that only authorized entities can
successfully execute them.

Figure 1: Motivating example.
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The contract has two functions that can modify user balances: transfer() and mint().
The transfer function accepts a recipient and the amount of tokens to transfer as arguments. Meanwhile,
the mint function allows a designated minting agent to create new tokens and distribute them to the
specified user.

This contract contains an integer overflow bug at Line 29, where newly minted tokens are added to the
balance of a specified user. While the transfer function includes checks to prevent integer overflows,
the mint function lacks such checks. As long as the minted tokens are not sent to the owner, mint()
increments the balance of addr, which may cause an integer overflow.

Despite the simplicity of this example, detecting this vulnerability with testing is not straightforward.
First, the dependencies between functions must be considered to generate a transaction sequence that can
trigger this bug. As mint() uses mintAgent for privilege checking, setMintAgent() must be called
beforehand to set this variable. Also, transfer() must be invoked before mint() to increase a user’s
balance to a large value prone to integer overflow.

As discussed in Section 2.3, prior research on smart contract testing [7,8,11,21,22] has addressed this
problem by focusing on generating function call sequences that can test smart contracts more effectively.
Smartian identifies these function-level interdependencies by analyzing the def-use chains across functions.
Meanwhile, SmarTest and RLF rely on machine learning to decide the next function to call during transaction
sequence generation.

Unfortunately, however, focusing solely on the sequence of function calls is insufficient for detecting
smart contract bugs promptly. In this example, there are two additional constraints that must be satisfied
to trigger the integer overflow bug in Line 29. First, the buggy function mint must be called from an
address that is designated as the minting agent by a prior call to setMintAgent(). Second, the addr
argument of the mint function must refer to an address whose balance has been previously updated by
calling transfer().

Previous research on determining the transaction order has largely overlooked the importance of
considering such constraints on argument values. Without careful handling of these constraints, smart
contract testing tools may fail to discover the bug in this example effectively. The random mutation
strategies employed by existing smart contract fuzzers [7,8] often consume significant time to generate
arguments that satisfy these constraints. Tools based on dynamic symbolic execution [11] also struggle to
generate a proper argument for mint(). Since this constraint does not arise from an explicit conditional
statement, path conditions collected during symbolic execution cannot capture it. Note that the conditional
statement in mint() only compares its argument against owner; it does not check whether it is equal to
therecipient argument value of a previous call totransfer(). Therefore, the path condition collected
in dynamic symbolic execution cannot encode the constraint that addr must satisfy.

3.2 Overview of IConFuzz
In this paper, we present a novel smart contract fuzzing technique that utilizes constraints on transaction

arguments during input mutation. Here, we use the term argument in a broad sense, treating the transaction
sender as a special case of an argument. Fig. 2 illustrates a concrete transaction sequence that can trigger the
integer overflow bug in the previous motivating example. The figure also shows the key constraints that must
be satisfied between the transaction arguments. The red arrow indicates that the sender of the transaction
invoking mint()must be equal to the first argument of the preceding call to setMintAgent(). We refer
to this kind of constraint as a privilege constraint, as it is related to conditional statements that check the
privilege of the transaction sender. Meanwhile, the blue arrow denotes the constraint that the first argument
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of transfer and the argument of mint should be identical. We refer to this second kind of constraint
as a mapping-key constraint, since these two arguments are used as keys to access the same mapping-type
storage variable.

Figure 2: Transaction sequence for the motivating example.

IConFuzz performs static analysis on contract code to identify these two types of constraints by
observing how function arguments are used in state variable accesses (see Section 4.2 for details). At a high
level, if one argument is used to update an ADDRESS-type state variable and another argument is compared
against this updated variable, we conclude that the two arguments are related through a privilege constraint.
On the other hand, if two arguments are used as keys for the same mapping-type state variable during a read
and a write operation respectively, these arguments are linked by a mapping-key constraint.

The identified constraints are then employed for constraint-aware argument mutation during the
fuzzing phase (see Section 4.3 for details). After applying random mutations to argument values, IConFuzz
performs post-processing to make the arguments satisfy the identified constraints. By incorporating these
constraints, the fuzzer can effectively produce semantically meaningful transaction arguments that are more
likely to uncover vulnerabilities in the contract.

Our work makes a unique contribution compared to previous work focusing on data dependencies in
smart contracts. Existing studies that leverage dynamic data-flow as fuzzing feedback [7,10] are only able to
recognize data-flows in test cases after they are generated. In other words, while these techniques can identify
data-flows at runtime, they rely on random chance to generate actual argument values that can trigger such
data-flows. In contrast, we statically analyze argument constraints and use them during test case generation to
effectively induce data-flows at runtime. Note that while Smartian [7] also performs static data-flow analysis,
its application is limited to deciding transaction orders.

4 Methodology

4.1 System Architecture
Fig. 3 shows the system architecture of IConFuzz, which consists of two main phases: static analysis and

fuzzing. The static analyzer examines the semantics of smart contract code to obtain information that can
enhance the effectiveness of fuzzing. Then, this information is passed to the fuzzing module and used during
the generation of new test inputs.
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Figure 3: IConFuzz architecture.

The static analyzer extracts two types of information from the contract code. First, it identifies mapping-
key constraints and privilege constraints, which capture crucial relationships between function arguments.
These constraints are later used to guide constraint-aware argument mutation of the fuzzing module. It also
performs function-level dependency analysis to decide the transaction order of initial seeds. For this analysis,
we adopt the approach used in Smartian [7] to collect def-use chains across functions.

The fuzzing module receives two inputs derived from the static analysis phase. First, the initial seed
corpus generated based on function-level dependencies is provided to the fuzzer. Second, the constraints
extracted by the static analyzer are also used by the fuzzer to enable constraint-aware argument mutation
during input generation.

4.2 Static Analysis for Constraint Identification
Algorithm 1 describes the key functionality of our static analysis module for extracting mapping-key

constraints and privilege constraints from the contract code. First, CollectConstraints() iterates
through all functions in the contract to analyze their accesses to state variables. For each function, it
invokes AnalyzeDefUse() to examine how arguments are used during accesses to mapping-type or
address-type variables (Line 3–4).

Specifically, for mapping-type variable accesses, writes to m[ai] are recorded in the Defk set, whereas
reads from m[a j] are recorded in the Use k set (Line 11–14). Similarly, for address-type variable accesses,
assignments to address-type state variables are recorded in the Defa set, while comparisons against them
are recorded in the Usea set.

After analyzing all functions, CollectConstraints() derives mapping-key constraints and priv-
ilege constraints by iterating over the collected sets (Line 5–6). For mapping-key constraints, a constraint
⟨ f1 , a1⟩ ≈ ⟨ f2, a2⟩ is added to the Cma p if there exists a state variable m such that ⟨ f1 , a1 , m⟩ is in Defk and
⟨ f2, a2, m⟩ is in Usek (Line 5). Here, the notation ≈ denotes a constraint that argument a1 of f1 and argument
a2 of f2 must be equal. For privilege constraints, a constraint ⟨ f1 , a1⟩ ≈ ⟨ f2, a2⟩ is added to the Cpr iv if entries
in Defa and Usek share the same v (Line 6).

While Algorithm 1 presents the high-level concept of our approach, our actual implementation handles
a wider range of cases. For mapping-key constraints, our analyzer properly identifies accesses to multi-
dimensional (nested) mappings as well, although Line 11 and 13 illustrate this in a simplified form. During
the extraction of privilege constraints, our static analyzer also captures the inequality constraints between
arguments. While we omit this detail in Algorithm 1 for brevity, extending the algorithm to support inequality
constraints is straightforward.
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Algorithm 1: Collect constraints from functions
1 function Collect Constraints(prog)
2 Defk ← ∅, Usek ← ∅, Defa ← ∅, Usea ← ∅

3 for f in GetFuncs(prog) do
4 AnalyzeDefUse(f, Defk, Usek, Defa, Usea)
5 Cma p ← {⟨ f1 , a1⟩≈⟨ f2, a2⟩ ∣ ∃m, ⟨ f1 , a1 , m⟩∈ Defk∧⟨ f2, a2, m⟩∈Usek}

6 Cpr iv ← {⟨ f1 , a1⟩≈⟨ f2, a2⟩ ∣ ∃ν, ⟨ f1 , a1 , ν⟩∈ Defa∧⟨ f2, a2, ν⟩∈Usea}

7 return Cma p ∪ Cpr iv
8 function AnalyzeDefUse ( f , Def k , Usek , Def a , Usea)
9 a1 , a2, . . . , an ← GetArgs( f )

10 for stmt in GetStatements(f ) do
11 if stmt writes to a mapping entry m[ai] then
12 Defk .Add(⟨ f , ai , m⟩)
13 if stmt reads from a mapping entry m[a j] then
14 Usek .Add(⟨ f , a j , m⟩)
15 if stmt assigns ai to an address state variable ν then
16 Defa .Add(⟨ f , ai , ν⟩)
17 if stmt compares ν to aj then // e.g., require (ν == a j)

18 Usea .Add(⟨ f , a j , ν⟩)

Note that our algorithm does not perform alias analysis on reference types or trace the mapping keys
derived from transformed arguments (e.g., via arithmetic operations). This is because the purpose of our
constraint extraction is to guide argument mutation in the fuzzing phase. To serve this purpose, our analysis
focuses on generating precise constraints, at the cost of soundness. For instance, if a reference is used in a
function, it implies that a state variable or mapping to be accessed is dynamically decided at runtime. If our
analyzer were to over-approximate such accesses using pointer analysis, the resulting constraints would be
prone to false positives, which would misguide argument mutation during fuzzing. In Section 5.3, we also
provide an empirical justification for this design choice.

4.3 Constraint-Aware Argument Mutation
Algorithm 2 details how the extracted constraints are incorporated into the fuzzing process. The

top-level function Fuzz() first statically analyzes the contract and collects mapping-key constraints and
privilege constraints (Line 2). After collecting the constraints, Fuzz() repeatedly selects a seed from the
queue and generates a new seed with ConstrAwareMutate() until the timeout is reached. Following
standard grey-box fuzzing [7], the fuzzer executes the mutated seed and saves it to the queue if any coverage
gain is achieved (Line 6).

ConstrAwareMutate() illustrates the high-level idea of our constraint-aware argument mutation
technique. It begins by selecting a target function ( f1) and an argument (arg1) on which to perform an
initial random mutation (Line 9–10). Next, the algorithm determines whether to enforce constraints on the
selected target. If no applicable constraint exists or rand() returns a value less than parameter α, the seed is
returned with only the initial random mutation. Otherwise, SelectConstraint() randomly selects a
relevant constraint ⟨ f1 , arg1⟩ ≈ ⟨ f2, arg2⟩. For brevity, Algorithm 2 depicts only the handling of the equality
constraint (≈), where the dependent argument arg2 of function f2 is set equal to the mutated value of arg1
(Line 12–13). In practice, inequality constraints (/≈) can also be selected and handled similarly by ensuring
that arg2 takes a different value from arg1 (not shown in the algorithm for brevity).
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Algorithm 2: Constraint-aware argument mutation
1 function Fuzz (prog, seedQueue)
2 constrs ← CollectConstraints (prog)
3 while timeout not reached do
4 seed ← seedQueue .Choose()
5 seed′ ← ConstrAwareMutate (seed, constrs)
6 SaveIfCoverageGained (prog, seed′, seedQueue)
7 return seedQueue
8 function ConstrAwareMutate (seed, constrs)
9 f1 , arg1 ← ChooseMutateTarget (seed, constrs)

10 seed .T X[ f1].Args[arg1] ← Rand()
11 if constraint exists and () >= α then
12 ⟨ f1 , arg1⟩ ≈ ⟨ f2, arg2⟩ ← SelectConstraint (constrs, f1 , arg1)
13 seed .T X[ f2].Args[arg2] ← seed .T X[ f1].Args[arg1]

14 return seed

Note that although IConFuzz guides the argument mutation with the extracted constraints, it also
deliberately introduces randomness to preserve the input diversity. That is, (1) identified constraints can be
ignored with probability α (currently set to 0.1 and we evaluate its impact in Section 5.4), and (2) only one
of the constraints is selected and applied to adjust the seed after random mutation. The intuition behind this
design choice is that strictly enforcing all constraints may overly restrict the input space that fuzzing can
explore. Our evaluation results empirically show that this strategy effectively improves the bug-detection
capability of smart contract fuzzing.

4.4 Implementation
We implemented IConFuzz by extending the latest version of Smartian (commit 8b45b6f). To support

open science, we release IConFuzz as an open-source tool available on GitHub at https://github.com/
infosec-sogang/IConFuzz.

For the analysis of Solidity source code, we reused and modified the front-end of SmarTest [11]. Also,
we wrote 866 lines of F# code to implement the static analysis module for constraint extraction. Our analysis
is performed on an AST preprocessed by the Solidity compiler, where class inheritance is properly resolved
and modifier code is embedded into functions. Therefore, our semantic analysis can capture constraints from
base class functions or modifier blocks as well. Our analyzer currently focuses on the general semantics of
Solidity statements, but it is straightforward to extend it to support library-specific semantics. For instance,
by encoding the semantics of grantRole() and hasRole() into the analyzer, we can extract privilege
constraints from contracts using the AccessControl [23] library for role-based access control.

For the fuzzing component, we added 838 lines of code to implement constraint-aware argument muta-
tion during test case generation. Alongside these extensions, IConFuzz inherits basic fuzzer components
from Smartian, such as test oracles, seed initialization algorithm, random mutation operations, and a grey-
box concolic testing strategy [14]. This allows us to evaluate the effectiveness of our proposed techniques
using Smartian as a sound baseline in Section 5.

https://github.com/infosec-sogang/IConFuzz
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5 Evaluation

5.1 Experimental Setup
5.1.1 Machine Environment

All experiments were conducted on an Ubuntu 22.04 server machine with two Intel Xeon Gold 6426Y
(2.5 GHz) CPUs. We used Docker version 25.0.0 for our experiments and spawned 60 containers in parallel.
Each container was executed to test a single target contract with one CPU core and 6 GB of main memory.

5.1.2 Tools for Comparison
We used three smart contract testing tools as our comparison targets. We chose Smartian (commit

8b45b6f) [7] and RLF (commit 840ff37) [8] as representative fuzzers, and SmarTest (commit 36d191e) [11]
as a symbolic execution tool. Since each tool supports the detection of different types of vulnerabilities, we
constructed and used two benchmarks, each targeting distinct bug classes.

5.1.3 Benchmark
Our primary goal was to construct a benchmark consisting of realistic smart contracts that contain non-

trivial vulnerabilities, which are challenging to trigger. To this end, we selected the real-world benchmark
used in previous research [8,11], instead of using a benchmark that contains toy examples [24]. In addition,
we applied a filtering process to exclude trivial bugs that all testing tools could detect quickly. We argue
that such easily triggered bugs do not exhibit meaningful differentiation among the tested tools, and hence
provide a limited basis for evaluating the effectiveness of the proposed technique.

For ether leakage and suicidal contract vulnerabilities, we adopted the benchmark from RLF [8], which
contains 85 contracts labeled with 154 bugs distributed across 126 functions (108 functions with ether leakage
and 46 functions with suicidal contract, with an overlap of 28 functions. These two kinds of vulnerabilities
often co-exist because both are typically caused by incorrect authorization logic. Therefore, we evaluated
these two vulnerabilities in the same benchmark. Then, we filtered out trivial bugs that were detected by all
tools within one minute. This resulted in a benchmark consisting of 53 contracts with 94 bugs distributed
across 84 functions (73 functions with ether leakage, 21 functions with suicidal contract bugs, and 10
functions containing both). We refer to this final benchmark as B-ELSC. To summarize, out of the 154 bugs
in the original dataset, 60 bugs were filtered out and the remaining 94 bugs constitute B-ELSC.

For integer overflow vulnerabilities, we employed the benchmark used in the evaluation of SmarTest [11].
This benchmark contains 249 real-world contracts, each associated with a single CVE ID and labeled with the
buggy program point. From this benchmark, we removed 3 contracts that raised parsing errors in Smartian,
to ensure a fair comparison. We then filtered out trivial bugs that all tools that support integer overflow
detection (Smartian, SmarTest, and IConFuzz) could trigger within one minute. The resulting benchmark
contained 77 contracts, which we refer to as B-IO in this paper. To sum up, out of the 249 bugs in the original
benchmark, 172 bugs were filtered out and the remaining 77 bugs constitute B-IO.

5.1.4 Metric
To evaluate the effectiveness of each testing tool, we first compared the number of labeled bugs that

each tool detects within the given time budget. In addition, we leveraged Time-to-Exposure (TTE) as an
evaluation metric. TTE represents the time that a testing tool consumed to trigger the specified bug from
the given program. This metric can be used when the benchmark contains known vulnerabilities which can
serve as ground truth [25–27]. Shorter TTE values indicate that the testing tool can detect the labeled bugs
more promptly. For Smartian and IConFuzz, the TTE value also includes the time spent on static analysis.
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To mitigate the randomness of testing tools, we repeated each experiment 40 times for each contract in
the benchmark.

Note that we do not report precision metrics in bug detection experiments. Unlike static analyzers,
testing tools generate concrete inputs that can reproduce the found bugs. Therefore, testing is theoretically
free from false positives as long as there is a clear agreement on test oracle logic. In practice, however,
smart contract tools may define the same bug differently and implement different test oracles. We confirmed
that the test oracles implemented in the evaluated tools are consistent with each other and are designed to
precisely detect the bugs in our benchmark. One exception was RLF, which checks for a weaker condition
for suicidal contract. This permissive oracle gives RLF a slight advantage in the experiment.

5.2 Comparison with State-of-the-Art Tools
We evaluated the effectiveness of IConFuzz against three state-of-the-art tools, Smartian [7], RLF [8],

and SmarTest [11] on our two benchmarks, B-ELSC and B-IO, running each tool for two hours per contract.
On B-ELSC, IConFuzz detects 1.11×, 1.80×, and 1.73× more bugs than Smartian, SmarTest, and RLF,

respectively (Fig. 4a). Furthermore, IConFuzz discovered a more comprehensive set of bugs than the other
tools, as illustrated in Fig. 4b. Specifically, IConFuzz found 89 bugs, which is a strict superset of the 68 bugs
found by Smartian. Moreover, IConFuzz identified 24 unique bugs that were not detected by SmarTest or RLF,
while failing to detect only three bugs they found. To further validate our results, we conducted a statistical
analysis, which is summarized on the left side of Table 1. We performed the Mann–Whitney U test on the
number of bugs detected by each tool. Based on p-values lower than 0.001 and effect sizes (Â12) greater than
than 0.99, we can conclude that IConFuzz finds significantly more bugs than the other tools in B-ELSC.

Figure 4: Comparison of IConFuzz with state-of-the-art tools on B-ELSC. (a) Comparison of the total number of bugs
found over time; (b) venn diagram of the bugs found by each tool.

Table 1: Statistical analysis results on B-ELSC and B-IO benchmarks. Mean ± Std represents the average and standard
deviation of the total number of bugs found. Â12 and p-value are computed with the Mann-Whitney U test against
IConFuzz.

Tool B-ELSC B-IO

Mean ± Std Â12 p-value Mean ± Std Â12 p-value
IConFuzz 92.35 ± 1.44 — — 71.85 ± 0.36 — —
Smartian 86.12 ± 2.09 0.9931 1.52 × 10−14 70.72 ± 0.85 0.8569 1.71 × 10−9

SmarTest 61.88 ± 1.02 1.0000 4.35 × 10−15 64.33 ± 0.57 1.0000 3.86 × 10−16

RLF 55.75 ± 0.67 1.0000 6.00 × 10−16 N/A N/A N/A

We further compared IConFuzz against the second-best fuzzer, Smartian, in terms of TTE for the bugs
in B-ELSC. We computed the median TTEs for each of the 89 bugs detected by IConFuzz and then summed
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these values. For bugs that Smartian failed to detect in more than half of the 40 iterations, we assigned a
median TTE of two hours (the timeout used in our experiment) to provide a favorable bias toward Smartian.
Note that there were no bugs that Smartian detected while IConFuzz did not. Overall, the sum of median
TTEs of IConFuzz was 2.49× smaller than that of Smartian. We also conducted the Mann–Whitney U test
on the sum of TTEs for each iteration, while handling timeouts in the same way. The result showed that
IConFuzz detects the same set of bugs significantly faster than Smartian, with a p-value lower than 0.001.

On B-IO, IConFuzz detected 72 bugs—a superset of the 71 bugs found by Smartian and the 64 bugs
found by SmarTest (Fig. 5a); RLF was excluded from this comparison as it does not support integer overflow
bug detection. While the number of bugs found by IConFuzz and Smartian was similar, statistical analysis
confirms that the observed differences between IConFuzz and the other tools are not due to random chance,
but reflect a consistent performance advantage. As indicated on the right side of Table 1, the p-values are
smaller than 0.001 and the effect sizes (Â12) are greater than 0.85 in all cases.

Figure 5: Comparison of IConFuzz with state-of-the-art tools on B-IO. (a) Comparison of the total number of bugs
found over time; (b) comparison of IConFuzz and Smartian in terms of TTE.

Again, we performed a deeper comparison between IConFuzz and Smartian, the second-best performer
in Fig. 5a, by summing the median TTEs in the same manner as for B-ELSC. Fig. 5b shows that the sum of
median TTEs of IConFuzz was 3.76× smaller than that of Smartian, indicating that IConFuzz can detect the
same set of bugs significantly faster than Smartian. Notably, for particularly challenging bugs, such as CVE-
2018-13722, IConFuzz detected the vulnerability with a median TTE of only 232 s, compared to 6877 s for
Smartian, highlighting the effectiveness of our constraint-aware argument mutation. The Mann–Whitney U
test on the sum of TTEs for each iteration also confirms that IConFuzz requires significantly shorter time
than Smartian to detect the bugs in B-IO, with a p-value lower than 0.001.

5.3 Efficiency and Accuracy of Constraint Analysis
We evaluated the efficiency and accuracy of our static analysis for identifying argument constraints.

We measured the static analysis time taken to extract constraints from the contracts in our benchmark. On
average, it took 1.0 s per contract in both B-ELSC and B-IO. This negligible overhead confirms that the
analysis is suitable for practical use in smart contract fuzzing. In terms of the number of identified constraints,
our analysis identified a total of 2108 constraints, with 559 constraints from B-ELSC and 1549 constraints
from B-IO.

To assess the precision and recall of our static analysis, we performed a manual verification of the
identified constraints. For manual investigation, we randomly sampled 10% of the contracts from B-ELSC
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and B-IO respectively, to avoid an imbalanced distribution across the benchmarks. To verify that the sampled
contracts are representative of the original benchmarks, we examined the distributions of contract sizes in
terms of lines of code (LoC), and the ratio of extracted constraint types. For B-ELSC, the complete contract
set has a mean LoC of 239, while the sampled contracts have a mean LoC of 194. Similarly, for B-IO, the
full benchmark and the sampled set have mean LoC of 161 and 192, respectively. In terms of constraint
types, 74.48% of the extracted constraints were mapping-key constraints in the full dataset and 65.0% of the
extracted constraints were mapping-key constraints in the sampled contracts.

Table 2 presents the results of our manual investigation. We inspected the 12 sampled contracts
and identified 202 constraints (132 mapping-key constraints and 70 privilege constraints). According to
our investigation, all constraints identified by our static analyzer correctly reflected the inter-procedural
dependencies between function arguments, without any false positives. Meanwhile, we observed two false
negatives in the GAWToken contract, where a function argument is passed to a modifier and then used
to determine the mapping key through a complex data-flow that is not captured by our implementation.
Overall, the manual investigation confirms that our static analysis achieves over 99% precision and recall
on the sampled contracts, demonstrating its reliability in identifying mapping-key constraints and privilege
constraints from smart contracts.

Table 2: Manual verification result of the sampled constraints. GT, TP, FP, and FN denote ground truth, true positives,
false positives, and false negatives, respectively.

Benchmark Contract Mapping-Key Constraints Privilege Constraints

GT TP FP FN GT TP FP FN

B-ELSC

BitherumToken 8 8 0 0 3 3 0 0
CNEXToken 10 10 0 0 8 8 0 0
GAWToken 4 2 0 2 7 7 0 0

MyAdvancedToken 14 14 0 0 4 4 0 0
VoipToken 3 3 0 0 8 8 0 0

B-IO

ALUXToken 2 2 0 0 7 7 0 0
HYIPToken 16 16 0 0 2 2 0 0

MonkeyTreeToken 19 19 0 0 4 4 0 0
PMHToken 9 9 0 0 9 9 0 0
PylonToken 12 12 0 0 8 8 0 0

SMT 26 26 0 0 8 8 0 0
SPXToken 9 9 0 0 2 2 0 0

Total 132 130 0 2 70 70 0 0

5.4 Impact of Random Mutation Probability Parameter
To evaluate the impact of the randomness parameter α introduced in Section 4.3, we conducted a

sensitivity analysis by comparing the sum of median TTEs with varying α values. We tested four different
settings: α = 5%, 10%, 20%, and 40%.

Fig. 6 presents the experimental results. On both benchmarks, IConFuzz achieved the best performance
when α was set to 10%. Specifically, on B-ELSC, the sum of median TTEs with α = 10% was minimized to
471 min, whereas it increased to 603 min at α = 5% and 752 min at α = 40%. A similar trend was observed
on B-IO, where the sum of median TTEs was minimized to 62 min at α = 10%.
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Figure 6: Impact of random mutation probability on fuzzing effectiveness. (a) Impact of parameter α on B-ELSC;
(b) impact of parameter α on B-IO.

These results empirically validate our design choice of introducing randomness into constraint-aware
argument mutation. When α is too small, the fuzzer may overly enforce constraints, restricting the
exploration of the input space. Conversely, a large α diminishes the influence of constraints, reducing their
effectiveness in guiding the fuzzing process. Therefore, we conclude that α = 10% provides an optimal balance
between constraint guidance and input diversity for bug detection.

5.5 Ablation Study
From Section 5.3, we confirmed that our static analysis can accurately identify constraints from

contracts. We now evaluate the extent to which these constraints can enhance the fuzzing performance. To
this end, we conducted an ablation study with four different modes of IConFuzz: (1) a baseline that does not
consider any constraints, (2) a mode using only mapping-key constraints, (3) a mode using only privilege
constraints, and (4) a mode using both types of constraints.

Fig. 7 presents the results of our ablation study on both benchmarks, B-ELSC and B-IO. We compared
the sum of median TTE for each contract in the benchmark, which is defined in the same manner as
in Section 5.2. The results indicate that all three constraint-guided modes of IConFuzz significantly outper-
form the baseline, confirming that constraint-aware argument mutation significantly enhances the fuzzing
effectiveness of IConFuzz. The performance improvements from incorporating mapping-key constraints
and privilege constraints are comparable to each other. We can also observe that the integration of the two
constraint types achieves a slight synergy that further improves the fuzzing performance.

Figure 7: Ablation study of IConFuzz. (a) Impact of constraint-aware argument mutation on B-ELSC; (b) impact of
constraint-aware argument mutation on B-IO.
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6 Discussion

6.1 Internal Threats to Validity
First, the accuracy of our static analysis for constraint collection was only partially evaluated. As

described in Section 5.3, we manually verified the analysis results from randomly sampled contracts. Nev-
ertheless, the evaluation result provides empirical evidence that our analysis is accurate enough to identify
meaningful constraints that significantly enhance the effectiveness of fuzzing, as shown in Section 5.5.

Second, differences in test oracles of the tools can lead to either overestimation or underestimation
of each tool’s effectiveness. In particular, RLF adopts a more permissive test oracle for ether leakage and
suicidal contract bugs compared to other tools, which may provide a more favorable evaluation setting
for RLF. Nevertheless, despite this potential bias, our experimental results demonstrate that IConFuzz
outperforms RLF.

Next, filtering out trivial bugs during the benchmark construction in Section 5.1.3 could have introduced
bias toward specific tools. For the 60 bugs filtered out during the construction of B-ELSC, the average median
TTEs reported by the tools were all below 3 s, except for Smartian (11 s). Similarly, for the 172 bugs filtered
out during the construction of B-IO, the average median TTEs were all below 10 s, except for Smartian (12 s).
Therefore, we conclude that the bias introduced by the filtering process is negligible.

Finally, since fuzzing inherently involves randomness, the evaluation results may vary across different
runs. To mitigate this threat, we repeated each experiment 40 times to ensure statistical reliability.

6.2 External Threats to Validity
We note that our technique analyzes the general semantics of smart contracts, (e.g., mapping access),

rather than targeting behaviors specific to certain bug classes. In this sense, our approach is applicable to
other bug classes as well. However, its impact on testing effectiveness may vary depending on bug classes.
Specifically, bug classes that do not rely on contract state or require interactions between functions may
benefit less from our approach. In this work, our evaluation focused on three classes of bugs (ether leakage,
suicidal contract, and integer overflow), which have been actively studied and evaluated in the smart contract
testing literature.

In Section 5.3, we showed that our static analyzer performs efficiently on the dataset used for the
evaluation. We now discuss the scalability of our analysis in general. In Algorithm 1, the main semantic
analysis is performed during the iterative invocation of AnalyzeDefUse(), which consumes time
proportional to the total number of statements in the preprocessed AST. The efficiency of our analysis
stems from the fact that it analyzes each function individually, and then combines the results to derive
inter-procedural constraints between arguments.

Lastly, our work focuses on extracting two types of semantic constraints that can effectively guide
smart contract fuzzing—privilege constraints and mapping-key constraints—rather than covering all types
of constraints that can arise between function arguments. According to our observation, these constraints
are common patterns in smart contracts that hinder effective fuzzing in our benchmark. However, the
representativeness of these constraint types in a broader population of contracts remains an open question,
and there may exist other useful constraints that can be explored to further improve fuzzing effectiveness.

6.3 Limitation and Future Work
First, our current implementation requires the availability of source code to perform static analysis. As

a non-negligible portion of smart contracts on Ethereum do not make their source code publicly available,
this limits the applicability of our approach. To address this limitation in practical deployments, we plan to
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extend our analysis to support EVM bytecode in future work, based on existing studies on bytecode-level
analysis [7,28].

During the evaluation, we observed an engineering issue that IConFuzz cannot properly handle
contracts using hard-coded addresses as owners. For example, the contract associated with CVE-2018-13325
in B-IO sets its owner to a fixed address embedded in the code, rather than to the actual deployer address.
Therefore, to test this contract properly, it must be deployed by an EOA with the designated address. We
believe this issue can be addressed by introducing a preprocessing phase that identifies hard-coded owner
addresses from contracts.

Beyond addressing these limitations, our methodology that extracts and leverages semantic constraints
in function code can be applied to domains beyond smart contract fuzzing. In particular, it can be extended
to other languages or environments where function arguments play a crucial role in exploring program paths,
such as system call fuzzing [29] or API fuzzing [30]. We leave the exploration of these broader applications
as future work.

7 Related Work
In the field of smart contract security, various studies [5,16,31] have systematically investigated and

categorized different types of vulnerabilities. Atzei et al. [31] and Luu et al. [16] provided comprehensive
taxonomies of smart contract vulnerabilities, including integer overflows, reentrancy, gasless sends, times-
tamp dependency, and mishandled exceptions. Jiang et al. [5] further refined the classification of smart
contract bugs and presented ContractFuzzer, a pioneering smart contract fuzzer designed to detect these
vulnerabilities. In Maian [17], additional bug categories, such as ether leakage, freezing ether, and suicidal
contract, were introduced.

Static analysis offers valuable insights into smart contract security by examining the structure and
semantics of code. Various static analysis tools [15,32–34] have been developed to identify vulnerabilities in
smart contracts. Slither [32] is a static analysis framework that performs data-flow and taint analysis on the
intermediate representation of smart contract code. Zeus [33] verifies smart contracts by leveraging abstract
interpretation and symbolic model checking. VeriSmart [15] statically detects integer overflow bugs while
inferring invariants among state variables, which are leveraged to increase the precision of the analysis.
Securify [34] employs Datalog-based analysis to detect smart contract vulnerabilities at the bytecode level.
Although static analysis can effectively identify vulnerabilities in smart contracts, it cannot provide concrete
test cases that can reproduce the found vulnerabilities. In contrast, our work leverages static analysis to collect
useful information for guiding fuzzing, instead of using it to directly detect vulnerabilities.

Software testing techniques, which are capable of generating concrete program inputs, have also been
actively explored for smart contract security. Among them, fuzzing is widely used for testing smart contracts
because it is simple yet effective. ContractFuzzer [5], the first smart contract fuzzer proposed in academia,
utilizes a basic black-box fuzzing strategy. Subsequent research led to the development of coverage-guided
grey-box fuzzers for smart contracts, such as sFuzz [6]. In sFuzz, the genetic algorithm from AFL [35]
was integrated with search-based testing techniques [36] to generate inputs that maximize code coverage.
Wüstholz and Christakis [37] proposed a directed fuzzer with online static analysis to guide exploration
toward target locations by considering the reachability of each input. ItyFuzz [38] adopts snapshot-based
fuzzing to avoid the inefficiency of traditional fuzzers that must re-execute transaction sequences from the
initial state for each test input. While all these approaches aim to enhance the effectiveness of smart contract
fuzzing, they mainly focus on improving the prioritization strategy of generated inputs [6,37] or boosting
the efficiency of input execution [38]. In contrast, IConFuzz focuses on generating meaningful function
arguments by considering program semantics during the mutation phase of fuzzing.



Comput Mater Contin. 2026 17

Dynamic symbolic execution (a.k.a. concolic testing) [39] is another important software testing tech-
nique used for detecting smart contract vulnerabilities. Dynamic symbolic execution can systematically
explore execution paths by treating inputs as symbolic variables. Manticore [18] and Mythril [40] are
two well-known dynamic symbolic execution tools that support the detection of various smart contract
vulnerabilities. TeEther [41] and Maian [17], by contrast, are dynamic symbolic execution tools specialized
in detecting security flaws related to ether transfer, such as ether leakage. These tools statically analyze EVM
bytecode to identify vulnerable paths that could result in ether leakage or suicidal contracts. They then use
symbolic execution to derive path constraints and generate concrete inputs that exercise specific instruction
patterns. On the other hand, SymX [42] focuses on validating the exploitability of detected vulnerabilities by
replaying the attack transaction sequence and checking for concrete outcomes, such as balance changes. Its
goal is to verify the real-world impact of a vulnerability and eliminate false positives where the detected flaw
does not result in any meaningful loss of ether.

One of the key challenges in smart contract testing stems from the stateful property of contracts, where
a function’s behavior depends on the sequence of preceding transactions. This state-dependency between
functions makes the generation of meaningful transaction sequences a crucial aspect of effective testing. To
address this challenge, various techniques have been proposed in smart contract testing. Harvey [9] uses
a heuristic approach that mutates state variables to identify stateful functions. Then, other function calls
are prepended to such stateful functions to construct transaction sequences. Smartian [7] leverages static
and dynamic data-flow analysis to identify function pairs with data dependencies over state variables. This
information is used to decide transaction ordering during seed initialization or to evaluate the usefulness
of generated inputs. ConFuzzius [10], which employs hybrid fuzzing [43,44] to test smart contracts, utilizes
dynamic analysis to track RAW (read-after-write) data dependencies during runtime. Then, the genetic
algorithm employed in the fuzzing phase selects test inputs and combines their transaction sequences based
on these dependencies. Currently, IConFuzz adopts the strategy of Smartian when deciding the order of
transaction sequences.

In other lines of work, machine learning has been adopted to effectively generate transaction sequences
that can reveal interesting behaviors of the contract under test. On one hand, there have been studies that
integrate machine learning techniques with smart contract fuzzing to guide transaction sequence genera-
tion [8,21,22]. ILF [21] first collects transaction sequences that achieve high code coverage through symbolic
execution. It then trains a neural network on these sequences and uses the trained model during fuzzing
to predict transaction sequences that are likely to yield high code coverage. RLF [8] employs reinforcement
learning to generate transaction sequences that maximize a reward defined based on vulnerability detection
and code coverage. In xFuzz [22], a machine learning model is trained with functions labeled as vulnerable
by static analysis. During the fuzzing phase, it uses this model to prioritize transaction sequences that are
more likely to reach vulnerable code regions. On the other hand, So et al. [11] proposed SmarTest, which
integrates machine learning with dynamic symbolic execution. When the symbolic execution engine must
decide the next function to call, SmarTest uses a language model to predict the function that is most likely
to trigger a vulnerability. A common characteristic of these learning-based approaches is that they learn the
code patterns from past executions or pre-labeled data to guide transaction sequence generation. However,
these approaches require sufficiently large datasets of vulnerable contracts for training and may struggle to
identify vulnerabilities whose patterns are not present in the training data.

While these studies significantly enhanced the effectiveness of smart contract testing by addressing the
problem of transaction sequence ordering, they largely overlooked the challenge of generating meaningful
function arguments. Smartian partially tackled this challenge using grey-box concolic testing [14], but it
primarily focused on generating arguments that satisfy branch conditions involving integer comparisons.
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Similarly, ILF reuses the argument values that its trained model deems meaningful, but this strategy is
also limited to integer-type arguments. Although dynamic symbolic execution can systematically generate
argument values that explore various program paths, the path constraints used in SMT solving often miss
implicit constraints on mapping index variables, as discussed in Section 3.1. LLAMA [45] introduces a hier-
archical prompting strategy that instructs LLMs to synthesize semantically valid transaction arguments that
are difficult to generate through random mutation. Although LLAMA leverages the reasoning capabilities
of LLMs to overcome the lack of semantic information in initial seeds, such model-driven approaches often
involve non-deterministic inference and significant computational overhead during testing. In contrast,
IConFuzz employs a systematic argument generation strategy that considers both the context of the contract
and implicit constraints between function arguments, thereby enabling effective generation of meaningful
test cases.

Recent studies have further advanced the state-of-the-art in smart contract testing by focusing on
scalability or search efficiency. ConFuzz [28] addresses the scalability challenge by enabling test case
generation from EVM bytecode alone, even when both the source code and ABI specification are unavailable.
To improve search efficiency, Vulseye [46] introduces a stateful directed grey-box fuzzing approach. By
analyzing both Solidity source code and EVM bytecode, it identifies specific vulnerability patterns and
defines target program states required to trigger them, thereby steering the fuzzing process toward highly
vulnerable code regions. FunFuzz [47] takes a similar approach by arguing that maximizing code coverage
may not always lead to effective vulnerability detection. Instead, it employs a function-oriented fuzzing
strategy that limits the exploration scope by analyzing contracts to identify specific functions that are more
likely to contain vulnerabilities.

Additionally, there have been studies that focus on specific vulnerability classes. JACKAL [48] aims to
detect a new class of vulnerability termed confused contracts, which arise from cross-contract interactions.
This vulnerability occurs when a contract includes a function call that can be redirected to a different
contract, while the function arguments can be controlled by an adversary. This allows the attacker to
manipulate the execution flow to call an unintended function in another contract, potentially leading to
the loss of funds. CPMMX [49] targets CPMM (Constant Product Market Maker) composability bugs
by identifying invariant-breaking transaction sequences through a shallow-then-deep search strategy. It
effectively synthesizes profitable transaction sequences by detecting invariant violations and then exploring
deeper state changes through the repetition of critical transactions.

8 Conclusion
In this paper, we presented IConFuzz, a smart contract fuzzer designed to address the limitations of

existing smart contract testing tools in performing effective argument mutation. By introducing lightweight
static analysis to identify constraints that reflect the complex execution contexts of smart contracts,
IConFuzz employs constraint-aware argument mutation to generate semantically meaningful inputs for
deeper exploration of contract states. Our evaluation shows that IConFuzz significantly outperforms existing
state-of-the-art tools, detecting up to 1.80×more vulnerabilities and finding bugs up to 52.13× faster.
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